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October 30, 2023 
 
 

FTC APPROVES AMENDMENT TO 
SAFEGUARDS RULE  

The Federal Trade Commission (“FTC”) has announced new 
amendments to the Safeguards Rule to go into effect 180 days after 
publication in the Federal Register.  Over the last few years we have 
reported on amendments to the Safeguards Rule.  See, e.g. our 
Alerts dated Nov. 17, 2021 and Oct. 5, 2022.  Notably in 2021 the 
FTC amended the Safeguards Rule to, among other things, expand 
the definition of “financial institution” to include entities engaged in 
activities the Federal Reserve Board determines to be incidental to 
financial activities, which adds “finders”—companies that bring 
together buyers and sellers of a product or service—within the scope 
of the Rule.  The 2021 amendments also added provisions to provide 
more guidance on how to develop and implement aspects of an 
information security program, such as access controls, authentication 
and encryption.  Most of the 2021 amendments went into effect in 
December 2022. 

In the last several years, the FTC has issued Notices of 
Proposed Rulemaking, held workshops and conducted panels with 
information security experts to solicit comments regarding 
cybersecurity programs and proposed amendments. The FTC has 
noted that several federal agencies and the New York Department of 
Financial Services’ Cybersecurity Regulations (one of the model 
regulations for the recent amendments to the Safeguards Rule) 
require covered entities to report any security event to the regulator 
directly. 

After additional review of comments regarding the proposed 
reporting requirements, the FTC has announced its Final Rule. The 
new amendments to the Safeguards Rule will require a financial 
institution to submit a notice to the FTC of any unauthorized 
acquisition of unencrypted customer data, referred to as a 
“notification event,” that involves 500 or more customers. The FTC 
will require a financial institution to submit the following information in 
the electronic form located on the FTC’s website within 30 days of 
discovery of the notification event: 

(1) The name and contact information of the reporting financial 
institution; 

(2) A description of the type(s) of non-public personal information 
involved in the notification event; 

(3) The date or date range of the notification event, if available; 

(4) The number of consumers affected; 

(5) A general description of the notification event; and 

(6) Information regarding any law enforcement involvement in the 
notification event (specifically, whether a law enforcement 
official has determined public disclosure of the breach would 
interfere with a criminal investigation or cause a threat to 
national security). 

The FTC stated in the final notice that the required notification 
will streamline and strengthen its ability to monitor security breaches. 
The FTC noted that state security breach notification statutes vary 
greatly and not all states require publication of security breaches, 
making it difficult for the FTC to monitor trends in security breaches. 
According to the FTC, by requiring reporting directly to the FTC, 
investigations can be conducted more quickly and efficiently. The 
FTC indicated it intends to enter reported notification events into a 
publicly available database.  

Financial institutions should periodically review cybersecurity 
programs for compliance with the Safeguards Rule and other state 
privacy and security laws. If you have any questions regarding 
compliance with the Safeguards Rule or other privacy and security 
laws, please do not hesitate to contact us.   
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